OTT

OTT netDL - Hinweise zur verschliisselten DateniGbertragung

HTTPS/MQTTS/FTPS Ubertragungsprotokoll

Unterstitzte Verschlisselungsprotokolle: TLS 1.2
Mégliche Schlisselléngen: 512 ... 4096 Bit
Unterstiitzte ,,Cipher Suites” V):

— TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 2
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 2
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA?

- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 2

Bitte beachten

Giltig fir OTT netDL Firmware V' 3.07.0 oder haher!
FTPS: Server muss fir PROT C konfiguriert sein (keine Unterstiitzung von PROT P)!
Der OTT nefDL unterstiitzt kein SFTP!

1 standardisierte Chiffrensammlungen fir Verschlisselungsalgorithmen
2 ECDH: Elliptic Curve Diffie-Hellman; kryptografisches Schlisselaustauschprotokoll

OTT netDL - Notes on encrypted data transmission

HTTPS/MQTTS/FTPS transmission protocol

Supported encryption protocols: TLS 1.2

Possible key lengths: 512 ... 4096 Bit

Supported ,,Cipher Suites” 1)

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 2
- TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 2
— TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA?

— TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA?

Please note

Valid for OTT netDL Firmware V 3.07.0 or higher!
FTPS: Server must be configured for PROT € (no support of PROT P)!
The OTT netDL does not support SFTP!

1 standardized cipher collections for encryption algorithms
2 ECDH: Elliptic Curve Diffie-Hellman; cryptographic key exchange protocol
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